Ansys

CYBERSECURITY for the
TRANSPORTATION

ofthe FUTURE

With Ansys medini analyze for Cybersecurity

Hacking wreaks havoc — on financial and physical well-being.

Driven by an uptick in attacks, the global cybersecurity market will
reach USD $267.73 B by 2024 = CAGR of 14.5% over 5 years.
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Plane engine forced to “climb” Research shows shipping vessels 384% increase in total monetary
after onboard computer hacked can be tracked, directed off course damage from cyberattacks
via inflight entertainment system or capsized due to vulnerabilities

Cars, planes and cargo ships are prime targets for
cyberattacks for many reasons:
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risk of failure increases
with complexity
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LONG OPERATIONAL LIFE
more years + older systems =
greater probability of attack
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CODE COMPLEXITY '
millions of lines of code GREATER (FONNECTIVITY
increase vulnerability $ more points to attack
HIGH-VALUE

even small-scale attacks can
produce massive damage

Hacker-proof cybersecurity requires
high-quality threat analyses.

Ansys medini analyze for Cybersecurity is a system-focused, cost-saving solution that
reduces system security efforts and ensures compliance with cybersecurity standards.

It helps users:
- Identify system assets and their security attributes
- Systematically detect exploitable vulnerabilities

- Understand the impact of a potential attack and
associated threats

- Estimate the likelihood of a threat
. Associate risk with each threat

- Plan/execute appropriate security measures based
on identified risk

- Avoid over-engineering and underestimation

Learn More: https://www.ansys.com/cybersecurity



https://www.ansys.com/cybersecurity
https://threatpost.com/hacker-capsize-ship-sea/142077/
https://www.wired.com/2015/05/feds-say-banned-researcher-commandeered-plane/?mbid=social_twitter
https://www.reportlinker.com/p05826213/Cyber-Security-Market-Growth-Trends-and-Forecast.html?utm_source=PRN
https://www.statista.com/statistics/267132/total-damage-caused-by-by-cyber-crime-in-the-us/
https://money.cnn.com/2015/07/24/technology/chrysler-hack-recall/index.html



